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1. Introduction

This document describes a model implementation of BSBaBkup and Recovery
for Library Units (BRLU) tool. The purpose of the documesitto illustrate and
showcase the key features of BRLU.
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2. Model application

2.1 General description of the model application

The model application, or rather sub-application, dady batch executed during the
night hours when, typically, there is no other actiuityhe system.

The model batch contains multiple processing steps ($TEPEP2, STEP3, etc.)
executing in the natural order. Each step consists dfipteulconcurrent processes
performing database updates. For each step of the batchden to start it all
processes from the previous step must successfully complete

It is possible to optionally suspend execution of el at the end of each given step
(e.g. in order to perform HW maintenance) and thenmesexecution from the point
of interruption.

A database backup (full or incremental) is typically takefore the daily batch
process starts, but specific backups can be taken byplaubmponents of the daily
batch.

Some of the data from the main application databaseeanpied and saved for later
report generation.

Typically, the daily batch is a very time consuminggass taking at least a few hours
to complete.

The main application database is large and the daily baekep between 30 minutes
and 1 hour.

2.2 Recovery procedures of the model application

Each process of the daily batch makes use of commitoogrtol and is designed not
to crash when a logical data error is encounteredelitain cases, however, some of
the daily batch processes may end abnormally in cakegiwhl corruption of data.
On average, this happens once or twice a year.

When a process in a certain step of the daily batchesaghs sometimes possible to
fix the error and restart it. But there are cases wabgital corruption of the data
causes multiple processes of a step (and sometimeasls&eps) to generate incorrect
data. If only failed components are restarted, the dagsband printed documents
may contain incorrect information. That’s why in thesee cases the daily batch has
to be recovered.

The only way to recover the whole batch is to restbeedatabase from the most
recent backup media, fix the data, and then re-submit albeh.bUnfortunately,
because the batch takes a long time to run as it idyatsaestore and the second run
can spill into the next business day. This is a venyleasant scenario meaning lost
business and unhappy customers.
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2.3 Model application problems

There are two major problems with the model applica®it was described:

- long daily batch processing
- occasional inefficiency of the recovery procedure

Specifically, the daily batch includes the following lemmning components:
- daily backup

- CPYLIB- and CRTDUPOBJ-based database copy processti(reof the
“reporting” copy of the database)
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3. BSTAR, help!

BSTAR BRLU can help dramatically improve the recovsityation with the model
application without changing a single line of code in thigel. Specifically, what
BSTAR BRLU can help with is

- introduction of the new checkpoint-based (rather tieokup based) batch
recovery policy

- automatic transformation of traditional backups to sali#e-active
backups (if the checkpoint-based recovery policy is iegléhe level of
system protection is no worse than without BSTAR BRLU)

- accelerate DB copy operations

The rest of this chapter contains detailed informationhow each of the above
objectives can be achieved.

3.1 Checkpoint-based recovery policy

3.1.1 IBM journals

Checkpoint-based recovery policy is actually IBM journasdd recovery policy.
RMVJRNCH (Remove Journal Changes) system command prothkesbasic
functionality, but, unfortunately, it suffers from seafeserious afflictions. The two
most important of them are poor performance due to manrydsiongle-streamed
recovery and the need to know journal entry numbersecklad business-defined
points in the application day cycle. So, RMVIJRNCHGatually an API that can be
used to build a good recovery tool rather than the todl.itse

But there is yet another nasty catch, and that is, nmawgesses, traditional
(OPM/ILE) or Java-based, are not “‘recoverable” using I@Mrnals. Certain CL
commands, such as, for example, CLRPFM, or data matipualstatements, such as
SQL “DELETE * from Table” cause the previous contentstltd database to be
irrevocably lost.

BRLU addresses all of the above problems. Three majompooents of the solution
are BRLU recovery mode, BRLU checkpoints, and BRLU jalrmecovery
procedure.

3.1.2 BSTAR recovery mode

In order for CL commands executed in a job, such as CMRPEPYF,
CPYFRMQRYF, DSPFD and a few others, to become reatlerjobs must execute
in BSTAR recovery mode. To enter this mode interactgbs can execute
STRBSTMOD command. Batch jobs submitted from such actere jobs usually
inherit BSTAR mode from the jobs submitting them. Moreatied information
regarding BSTAR mode can be found BSTAR BRLU Product Manual.
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Library unit is a set of IBM i libraries containing amation database objects. One of
the libraries of the set has to be designated asdheol library (that's the library
where BSTAR will create its configuration objects).idtassumed that the control
library is always in the library list of every jolbasted on behalf of the application.
List of protected libraries contains those librariest thaust be protected from
undesirable effect of CLRPFM and similar commands.

Description of other STRBSTMOD command parameters lmarfound inBSTAR
BRLU Product Manual.

When a job enters BSTAR mode, all subsequent callstecoverable commands,
such as CLRPFM, are intercepted and substituted with tbeiaverable clones. For
instance, in case of CLRPFM a special BSTAR “Clear khYg-ile Member”
process is submitted. This process deletes records iaripet member rather than
clearing the entire member. In order for this procesket@fficient BSTAR BRLU
can automatically submit multiple record deletion strgawhose number is
configurable.

3.1.3 BSTAR BRLU checkpoints

At the appropriate logical point of the daily applicateytle a BSTAR checkpoint
can be taken:
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This can be done manually; alternatively, applicatiosheccan be modified to execute
CRTCKP commands at appropriate moments. As can be fseenthe example
above, MIMIX High Availability solution can optiongllbe supported.

3.1.4 BRLU recovery procedure

In case of a logical problem in either the daily batchreally, any other part of the
application, the application database can be recoveraaly of the previously defined
checkpoints:
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Many additional parameters are supported, including thofseirde recovery object
filters, optional multi-streaming, etc. The processezbvery can then be continued to
one of the earlier checkpoints, if required.

Additional advanced recovery facilities can completalyomate complex recovery
processes involving a special recovery subsystem, multiden storage pools,
journal verification and early object locking warnings.

3.2 Backup transformation

When checkpoint-based recovery policy is in place, #afe to change the mode of
database backups to save-while-active. Unfortunately, soe®it means changing
the application code or writing new code. BSTAR BRLU doeatsrequire any of this.
If “asynchronous backup” feature of BSTAR is installed, ftiiowing command can
activate it for the entire application:

© Copyright Cyprolics Software 2009



BSTAR BRLU version 6 Page: 10

[5]n5250 - - cinimex

File Edit View Help
Start BSTAR mode (STRBSTMOD)

*LIBL

or *UNIT

*UNIT

Bottom
1

042/011

© Copyright Cyprolics Software 2009



BSTAR BRLU version 6 Page: 11

The other requirement is to start the BRLU background bapkogess job for the
application:
[%]in5250 - - cinimex
File Edit View Help
Start asynch. backup processor (STRASYSAV)

Identifier or *LIBL
Y, N

Bottom
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After that, the following request executed from a job ragnn BSTAR mode
SAVLIB LIB(EANDATAP) DEV(TAPO02)
Will be automatically transformed to

SAVLIB LIB(EANDATAP) DEV(TAP02)
SAVACT(*SYNCLIB) SAVACTMSGQ(CRCVQS/SAVRQMTSJT

and sent to the background processor for execution. Thergguesting the

background is released and proceeds to the next applicétipnTdhe status of the
request can be displayed like this:
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The backup processor can handle parallel, as well aal, Sleackups; it supports
BRMS, backups to both tapes and saves files, etc. Thergasftthe backup media is
exactly the same as it would be if BSTAR BRLU wer¢installed.

3.3 CL command substitution (DB copy acceleration)

In the model application database copy is based on (Yommand — very
inefficient for large databases. Since this command Isedded in the application, it
iS not easy to change it. Even if the applicatiochsnged and a more efficient way of
copying the database is implemented (e.g. SAVRSTLIB)ilitmost probably still
be a synchronous process, that is, the applicatiorhasé to wait until the database
has been copied.

BSTAR BRLU help comes in the form of its “CL command sitbson” feature.
Practically every CL command can be enabled for subistito¢placement:
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In order to implement command substitution BSTAR BRLt&gisters
QIBM_QCA CHG_COMMAND exit program for the specified commarden,
command substitution has to be enabled for the applcéhe substitution parameter
appears only if the appropriate BSTAR feature is installed)
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The only remaining thing is to define command substitutioaesrir CPYLIB. This
can be done, for example, as follows:

=] tn5250 - - cinimex
Edit View Help

013/009

The substitution definition is provided as a source filember linked to a particular
library unit (application). @P1 and @P2 in the picture vabare substitution
variables. Basically, this substitution definition woa&lise every CPYLIB command
entered with no additional parameters to be replacéld 8SAVRSTLIB command.

The library names, of course, will be preserved. All S@@atkages will be omitted.

Furthermore, if BSTAR asynchronous backup feature is ladtaind configured, the
target SAVRSTLIB command will be sent to the backgroundgesar for execution.
Thus valuable time will thus be saved.

If SAVRSTLIB operation is unsuccessful, it will alwalge possible to use checkpoint
recovery to return to the point immediately preced@BYLIB. That is, if the
appropriate checkpoint was defined.

Command substitution facility can be used for all soof purposes, including
automatic definition of BSTAR BRLU checkpoints.
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4. Conclusion

BSTAR BRLU is a easy-to-use tool that can help implem&m journal-based
recovery policies while significantly improving performancharacteristics of almost
any IBM i application.
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