BSTAR 'Backup and Recovery for Library Units' (BRLU)
Version 6s



BSTAR version 6s Page: 2

Titlee BSTAR 'Backup and Recovery for Library Units' (BRLU)
Filee BSTAR BRLU Product Manual.pdf
Document Date: 15/10/2010 13:39 Document Version: 6.7.0.0

Table of Contents

1 S I N o] o o (U od A= U = P 4
2 BRLU and liDrary UNItS..........oooeueeeeeeeee e e s 5

3 BSTAR packaging and ICENSING............... o eeeeeeeeeiaeeee e eeeie e e eein e eeea 6

4 Simplified BSTAR installation ..............coccomiiiiiiii e 8
5. Thread safety and multithreaded job SUPPOIt......cooueiiiiiiiiii e 9
6. BSTAR runtime — Option *BASE..........i i 10
6.1 SYSIEM FEQUINEIMENTS ...t e e e e e e e e et e eeena e eeeee 10
6.2 INSTAIALION. ... e e 10
6.3 Y=o U] VT 1 T L 10
6.4 PEITOIMMEANCE ... ettt et e e e e e e e e e eennees 11
6.5 USEI GUITE ..ttt et ettt e e e e e e e e e e eennnes 11
6.5.1 Common runtime environment (BSTAR MOde) ..........coemmmiiiiiiiiiiiiiieeeie 11
6.5.2 Object “protection” COMPONENTS .........cieueun e et e e ee et eee et eeeee e e eeenaeees 13
6.5.3  Journal CheCKPOINTS .........niiiii e e ee e 15
6.5.4 Commands and MENUS ..........uuuuiiieeiiitimmmmmmmme et e e e e e e e e e e e 15
LS T T O 1= T o 1] o 16
6.5.6  EXItS AefiN@U.....ccooiiiiiii e 17
6.5.7 “Submit concurrent batch jobs” framework....... oo, 17
7. Asynchronous Backup and Restore — Option 1.........cccceeeeiiiiiiiiiiiiiiineeeeiee. 19
7.1 SYSIEM FEQUINEIMENTS ...t e e e e e e e e e e e et e aeena e eeene 20
7.2 INSTAIALION. ... e e e e 20
7.3 Y=o U] 1 VT 1 T L 20
7.4 USEI GUITE ..ttt ettt e e e e e e e e e e e eennnes 20
7.4.1 Commands and MENUS ........couuuuuiiieeieitimmmmmmmme e eeeei e e e e e ee e e e e e e e 21
7.4.2 Background backup SEIrVEN.........ouu i e 23
7.4.3  EXIIS AefiN@U. ..o e 23
8. BSTAR Command Transformation — Option 2..........ccceiiiieiiiiiiiiiiieeecieeeeeeenn, 24
8.1 SYSIEM FEQUINEIMENTS ...t e e e e e et e aeeea e eeeee 24
8.2 INSTAIALION. ... e e e e e 24
8.3 Security and audit SEHINGS ........oviiii e 25
8.4 USEI GUITE ..ttt e ettt e e e e e e mmn e e e e eennnes 25
8. 4.1 EXAMPIE e 26
8.4.2 Parsed substitution variables ... 27
8.4.3  Odd tranSfOrMAaLtION.........coovvriiiii e ceereem et e e e e e e e e e e eees 28
8.4.4 CommaNnds and MENUS ........couuuuiiieeiiitimmmmmmmme ettt e e e e e e e e e e e 29
8.4.5  ComMPAtiDIlILY.......ni i e 30
8.4.6 EXItS AEfiNEU.....coiiiiiiii e 30
B.4.7  SEIVICE TrACE .....uuuii e eeeieeetii s ettt e e ettt e e e et e e e e e e e e ennna s 31
9. Recovery for Library Units — OPtioN 3.........coi oo 32
9.1 SYSIEM FEQUINEIMENTS ...t e e e e et e eeee e eeeee 32
9.2 INSTAIALION. ...t e e e e e 32
9.3 Y=o U] VT 1 T L 33
9.4 USEI GUITE ...ttt ettt e e e e e e e e e e e e eennees 33
9.4.1 Recovery in High Availability ENVIrONMENts .......coueeeiiiiiiiiiieeeiieeeeee e 33
.42 IMIBINU .. £ £ 4444444 £ 4o oo e e e e e e e e e e e et et e e et e e e e tenneab b e e aaana 35
9.4.3  COMMANTS ..ottt oo ettt e et e e e et e et e e e e e e e nnans 36
10. [ [T oI o= T = £ 38

© Copyright Cyprolics Software 2009



BSTAR version 6s Page: 3

Trademarks

Any trademarks and product or brand names referenced uhaitisnent are the
property of their respective owners.



BSTAR version 6s Page: 4

1. BSTAR product suite

BSTAR is a suite of licensed program offerings for IBN&/(QS) operating system
designed to improve performance characteristics of lamping batch processes.
Performance improvement is generally achieved by impkstien of multiple
parallel programming technologies.

All BSTAR tools use the same runtime foundation functidSTAR suite contains
the following products packaged as options of 4F44RCS licensgdaon:

* BSTAR runtime functions (option *BASE)

* BSTAR asynchronous backup and restore (option 1)
 BSTAR system command substitution (option 2)

* BSTAR recovery for library units (option 3)

* BSTAR generic multi-streaming toolkit (option 4)

Options 1, 2 and 3 have traditionally been packaged asJBBhackup and Recovery
for Library Units) utility. This manual only describes BR functions. There is a
separate user manual for BSTAR generic multi-streamingitoo
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2. BRLU and library units.

BRLU is a group of tools for IBM System i designed to ioy@ recoverability
characteristics of long running batch applications whiléhat same time boosting
their performance.

A library unit is a group of IBM i(i5/0S) libraries having rmonon backup and
recovery policies. In other words, libraries from thisup are usually backed up and
recovered as a group.

A library unit may be thought of as a sub-database, eceathined subset of IBM
i(I5/0S) objects representing the data store of a cesgphication.

BRLU is a tool that can be used to define very efficreabvery policies for library
units. It can also greatly improve efficiency of theséirig policies.

BRLU implementation, as a rule, does not involve any pragriag effort.

The BRLU approach to recovery is to rely not so muchregular backups but on
IBM journal checkpoints and the capability, provided by IB{6/OS) system
software, of rolling back database and data area charsyeg IBM journal data.
BRLU provides a simple interface for creating IBM jodreatries that can be used as
recovery checkpoints, and another interface — fomglback all protected objects to
any of the previously taken checkpoints.

The journal checkpoint recovery solution implementeBRLU makes it possible to
submit usually synchronous tape backup operations for asymclsoexecution.
Thus, a lot of precious batch time is saved. The modexisting backups can be
changed automatically, without any of the existing prograesiag modified; I1BM
save-while-active facility used by BRLU guarantees thsgnehronous backups
generate tapes (or disk files) absolutely identicalhimsé created in synchronous
mode.

Another BRLU strength is the ability to recover Higkailability configurations of
library units after logical errors in long running bapriocesses. Without BRLU such
errors usually require full recovery from backups for bibi production and the hot
standby systems, which can be problematic, especiallyase of the hot standby
system being geographically remote.

Last but not least, BRLU can help hook existing appbecst using traditional IBM
i(i5/0S) backup facilities to'3party (e.g. BRMS) archival and backup management
software.

BRLU is at its best when it is desirable to implemamew recovery policy for an
existing application without changing any of the applicaiomponents.
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3. BSTAR packaging and licensing

BSTAR is packaged as five options of 4F44RCS licensed program.
*BASE option provides framework functionality for othewuf options.

Option 1 contains “asynchronous backup” functionalityalltws users running under
protection of the *BASE option to automatically have thbackup commands
intercepted and executed asynchronously.

Option 2 contains general “command substitution” funetityy Using Option 2 it is
possible to define different IBM i(i5/0S) backup and recgpwmmmand substitution
rules. These rules are defined on a per unit basis aneé@g@pliuntime.

Option 3 contains recovery functionality. Using Optioint 3 possible to program
complex recovery scenarios including multiple BSTAR omands by example and
then, when required, invoke those scenarios by simpdpsihg an option from a
menu. Option 3 can be also used to improve performanée eétovery process.

Option 4 contains generic multi-streaming toolkit. Using Qpt it is possible to
split-stream (or multi-stream) any process executirteniLE environment, the main
purpose of split-streaming being improvement of processmanti

Starting from V6R3MO all BSTAR options are no longarehsed separately, but
separate license installation programs are still tolidained for each IBM i(i5/0S)
logical partition the option will be used in. A licensgjuest must include the serial
number of the IBM POWER server.

The names of the save files and programs are SYSTEREIFEM4, depending on
the option. License keys are not generated or distridatezption *BASE.

Each of options comes with a trial license impleradnas a grace period. Trial
licenses do not restrict product functionality. The fellog grace periods apply:

- Option *BASE is distributed as free software

- 90 days for Options 1,2 and 3

- 30 days for Option 4. Grace period for this option isvabtéid only
when the number of streams defined is greater than 2.

An additional post-grace period of 21 days is defined folooptl-4 of the product.
When a temporary license expires product functionalitydisabled, e.g. multi-
streaming no longer kicks in, command transformationoidonger performed, etc.
Once the post-grace period ends, any attempt to call BStiAdRions packaged with
options 1-4 causes the calling process to crash withranraessage.

In order to add a license key for the product option @apriate license update
program must be run in the partition where this optianggalled. The license update
program adds the license key for the product option udtlg ADDLICKEY

command and creates a scramble data area in QUSRS¥& .liScramble data areas
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(S4F44RCS, S4F44001, S4F44002 and S4F44003) contain data unique to the IBM
i(I5/0S) partition.

Warning: BSTAR release 6.3s and above have a different product
system library from earlier releases and thereforestere a partition
of the server with any of the earlier releases.
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4. Simplified BSTAR installation

A complete BSTAR installation package for MS Windowsir{eéws Installer for
BSTAR) can be downloaded from the web page

http://www.cinimex.co.uk/products/bstar/predown.html

Once the package has been installed on the personal comB&EAR staging
application (BSTAR) is initialized. This applicationrcéhen be used to distribute
BSTAR products on as many IBM i(i5/0S) partitions as negldirectly from the PC
where the application is installed. In order to use awWiBdows system to host the
staging BSTAR application it is necessary to have Yawaime (JRE) installed.
BSTAR installer prompts the end-user to download and irtb@alhppropriate release
of JRE from the Sun Microsystems web site if no caibpaJRE is found.

When BSTAR staging application is downloaded and instati@ah the web site, the
user is prompted for the user name and password of theHEivsi(i5/0S) partition
BSTAR is to be deployed on. Installation of BSTARaigomatically performed from
the PC by the staging application.

To deploy BSTAR to the second and each subsequent paBHIAR application
must be used directly.

BSTAR is a Windows application and can be updated and daleteg standard MS
Windows facilities.

BSTAR package contains all 5 products comprising BSTAR sOiptions that are
not required can be removed using RMVLICPGM command.

The installation procedure calls QSYS2/QCMDEXC stored gtare in the target
server partition. If the definition of the procedure daes exist (for example, in OS
release V5R3) it is automatically created as follows:

CREATE PROCEDURE QSYS2/ QCMDEXC( | N VARCHAR ( 32000), IN DEC (15, 5))
LANGUAGE C SPECI FI C QSYS2/ QCVDEXC NOT DETERM NI STI C MODI FI ES SQL
DATA EXTERNAL NAME QSYS/ QCMDEXC PARAMETER STYLE GENERAL

Warning: When a new version of the operating system is iestall
BSTAR should also be re-installed. There is, howavemeed to delete
the installed BSTAR modification first; the latestodification can
simply be slip-installed over the current one.
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5. Thread safety and multithreaded job support

Most BSTAR BRLU functions are not thread-safe; theref it is not recommended
to configure and use BRLU with multi-threaded jobs, sushlBM WebSphere

Application Server. Also, additional threads can bata® in a job defined as single-
threaded by the operating system, for example, for S@kesgobs calling user-

defined RPGLE functions. If a multithreaded IBM i(i5/Ob attempts to invoke

any command from CRCSSYS BSTAR system library, anremessage will be

generated.

BRLU makes extensive use of IBM system exit points, andesof them may be
invoked in multithreaded jobs, if BRLU is installed and confagurif a BRLU exit
program is invoked in a multi-threaded job, it imnmediatelgases control causing no
side effects.



BSTAR version 6s Page: 10

6. BSTAR runtime — Option *BASE

BSTAR runtime contains common runtime functionality dudey other BSTAR
components.

The following runtime functions are provided:
- common runtime environment (BSTAR mode)
- checkpoint creation

- lock verification

These functions are explained at length in the OptionSBAJser Guide (6.5).

6.1 System requirements

0S/400 V5R3, i5/0S V5R4, IBM i V6R1

6.2 Installation

Installation must be performed by a profile having *ALLOBW &SECADM special
authorities. IBM RSTLICPGM command should be used wddfault parameter
values except for the name of the licensed program, progpaion and save file to
restore it from. The name of the distribution sale i Q4F44RCS. The following
command can be therefore used to install the *BASE optio

RSTLICPGM LICPGM(4F44RCS)
DEV/(*SAVF)
SAVF(QGPL/Q4F44RCS)

Alternatively, BSTAR runtime can be installed using #fm®ve simplified procedure
(section 4).

6.3 Security settings

During the installation CRC@OWNER profile is created @RCVENT, CRCVEXI,
CRCVINS and CRCVCLS programs are set to adopt autbsritfrom
CRC@OWNERCRC@OWNERdefault profile setting should not be changed.

BSTAR operators must also have *JOBCTL special authority.
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6.4 Performance

In order to use "Backup and Recovery for Library Units"dlPdatabase tables and
data areas in the libraries of the unit must be joachalith option *BOTH to the
same IBM journal known as the unit journal. Objectsjootnaled to the unit journal
cannot be recovered. Journaling of multiple databasedatal area objects can
significantly slow down batch processes updating the unit hj@terefore, it is
highly recommended to consider "5xxxSS1 42 OS/400 - HA Journ&rReamce"
optional feature of the IBM Operating System. This deat when installed and
enabled for the unit journal, allows to significantly reelygrocessing delays caused
by object journaling.

The current version of the product contains multiple qrerthnce enhancements
ranging from deleting records in a file by native RPG proaedather than by SQL
DELETE statement, to removing journal changes by pafaiaesses.

6.5 User Guide

6.5.1 Common runtime environment (BSTAR mode)

BSTAR mode is similar to commitment control: it cam &tarted and ended for a
specific job (STRBSTMOD and ENDBSTMOD commands). Ifod already in
BSTAR mode submits another job, the latter inheritsniogle from its parent; it is
not necessary for such processes to explicitly exe8GTRBSTMOD command.

BSTAR BRLU is compatible with BRLU Version 4 where thieove commands had
different names. For compatibility, STRBSTMOD and ENOBED commands in

BSTAR system library have STRRCYMOD and ENDRCYMODnds that can still

be used.

BSTAR mode is a special kind of job environment: in thizZimnment many
standard system functions (program calls, command inleosatetc.) are intercepted
and modified by BSTAR program components. Depending osdtieng defined on
STRBSTMOD command BSTAR can:

* intercept commands compromising journal recovery for ¢®jée.g.
CLRPFM) and replace them with similar but “recoverab@mmands

Warning: No recovery may be possible after CLRPFM commant wit
MBR(*LAST) parameter or CPYF command with TOMBR(*ALL)
parameter is executed.

RUNQRY command sending its output to a database fil®niy
recoverable under the following conditions: OUTPUT(*OULE)
parameter is used and OUTFILE specifications are ekgfRUNOPT
not supported) with *MBRRPL data option, e.g. RUNQRY
OUTTYPE(*OUTFILE) OUTFILE(ABCD/QRYT *FIRST
*RPLMBR).
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Recoverability of a library unit may be compromised bghsfile level
operations as Sort (FMTDTA command), Initialize (INAPF
command), or DSPxxx OUTPUT(*OUTFILE) commands . If any of
these commands has been issued for any file in protebradids the
file automatically becomes unprotected and has to bittemlmwhen
RMVJRNCHG recovery is executed.

Files with LOB fields are generally not recoverable usBfRLU. If
CLRPFM, CPYF with MBROPT(*REPLACE) or CPYFRMQRYF it
MBROPT(*REPLACE) have been executed for any such file in
protected libraries the file automatically becomes unpteteand has to
be omitted when RMVJIRNCHG recovery is executed.

* intercept SAVLIB, SAVOBJ and similar commands and replthem
with equivalent save-while-active commands

* intercept any system command configured by the user for cadhma
transformation and replace it with another systemroand

* intercept program calls to long-running batch components gotaicee
them with calls to equivalent multi-streamed processes

On the STRBSTMOD command one must specify the unit nandethe name of
control library for the unit (used by BSTAR for stayimnit configuration data, e.g.
CRCVCFG data area). In High Availability configuratiothss must be one of the
replicated libraries.

All other parameters are optional. Optional paramseftall into three functional
groups:

» function enablers (e.g. SAVASY and CMDRPL, enabling sabling
other BSTAR features, such as asynchronous backup or system
command transformation). Functional enabler paramedees only
available if related BRLU components are installed

» journal recovery enablers (JRN, LIBLIST) defining objestich may
later be recovered using RMVJRNCHG command — BRLU “ptetec
these objects by intercepting and processing all potentiall
unrecoverable objects modification commands, e.g. CLRPFM

« mode modifiers (AUTOJRN, NREC, HAMODE, HOTLIB)
implementing no new function but changing the way object
“protection” and other functions work.

A job executing in BSTAR mode always retrieves the unitfigoration from the
CRCVCFG data area in *LIBL. Therefore, the contrdirdiry must always be
accessible via the job’s library list. STRBSTMOD comnuhasreates CRCVCFG
configuration data area and CRCVYBKP checkpoint file indbetrol library of the
unit.
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Formally speaking, a job is in BSTAR mode when CRCSSW@rly is above QSYS
in the library list (STRBSTMOD command puts CRCSSY Saligrat the top of the
system library list for the job) and both CRCVCFG dataa containing a valid
library unit configuration and CRCVERSION data area, ralymresiding in the
BSTAR system library, CRCSSYS, are accessible via *LIBhe library unit of the
job in that case is the same as the unit defined by ristedRCVCFG data area that
can be found via *LIBL.

If STRBSTMOD commands issued from multiple unit jofgsbs working with
objects in the unit libraries) define different BSTARdrgarameters, results may be
unpredictable.

Before changing the control library of the unit all CLRERCY command should be
used to clear checkpoints and configuration objects froncuhent control library.
Multiple CRCVCFG objects in the unit libraries canddga unpredictable results.

If CRCSSYS library is above QSYS library in the &by list of a job but CRCVCFG
data area cannot be accessed via *LIBL, the job isideresl to be in BSTAR mode
for dummy unit. The dummy unit does not contain objeEke name of the dummy
unitis @@@. This name cannot be specified on STRBST Ni@bmand.

ENDBSTMOD command destroys BSTAR environment in the carjeb. BSTAR
configuration objects, however, remain in the conttwhlty of the unit.

All CRCVCFGxxx configuration objects are removed from CRZY/ library when
the currently installed BSTAR release is deleted.

6.5.2 Object “protection” components

BRLU can be used for “protecting” objects in unit librarigem unrecoverable
command, such as CLRPFM, CPYF OPTION(*REPLACE), etus Pprotection is
configured using STRBSTMOD command.

What usually happens, is CLRPFM command being replacedpbgcass executing
in CRCV activation group and deleting all records in drgét member.

Normally, delete operations are performed using activgionp level commitment
definition. In case of the user job running under a jolell@@mmitment definition
BSTAR programs, as a rule, execute under the existinguiti@fi and issue no
COMMIT or ROLLBK commands.

CLRPFM substitution command has two modes of operatintralled by NREC

parameter of STRBSTMOD command, standard and paraltd&td mode is used
whenever the value of NREC parameter is *NONE or thebhaunof records in the
target file is lower than the value of NREC parametar.other cases parallel
CLRPFM mode is used. Parallel mode causes multiple jobbe submitted to
perform CLRPFM operation: each job deletes the akmtad it range of records from
the target file. Parallel mode jobs always run under commitment definition of
CRCV activation group; COMMIT commands are issued for ye\89)00 records
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deleted. In case job level commitment control has manbstarted standard mode
makes use of the same algorithm. For jobs running usingejodl kommitment
definition CLRPFM updates to the target file are not sultgecommitment control.

Warning: Some of the ILE languages (e.g. COBOL) can issue aihpli
CLRPFM commands at runtime (e.g. when a physical fitgpsned for
OUTPUT). "Backup and Recovery for Library Units" tool paes no
substitutes for such implicit CLRPFM commands. In thasec of
OUTPUT files in COBOL programs and files opened using fopen()
function in C language programs it is recommended that ghgsical
files be replaced with logical files (views). If it indesirable to
recompile the programs OVRDBF command may be used tecediie
operations to logical files (views).

If job-level commitment control status is changed (GGtarted or ended) BSTAR
mode for the job must be re-started (ENDBSTMOD and &iERBSTMOD).

If parallel CLRPFM is configured for the unit and the toemof records in the target
member exceeds 49999, then each intercepted CLRPFM commahd fmember is
converted into a number of parallel streams with estigam (service job) deleting
the allocated to it range of records. in this case (IMRPperation is committed
outside of the job commitment definition. ParallelRRRFM jobs are submitted with
CRCVCLR or, if it cannot be found in *LIBL, with *LIBL/@ATCH job description.

Starting with OS/400 V5R3, SQL DELETE processing may or may be
recoverable depending on the setting of SQL FAST DELETE_ROOWNT
parameter of QAQQINI file. Obviously, if an unrecoveraBlELETE statement is
executed, it will be impossible to later recover thegét file. There are two options
available to avoid this. The first is to set SQL_FASELBETE_ROW_COUNT
parameter to *NONE. This is a very straightforward sotyt but it may have
undesirable performance implications at runtime. The skdsnto replace SQL
‘DELETE * FROM table” statements with invocations of CRSCL stored
procedure. This procedure has two parameters, libraryri@h@ame and file (table)
name, and performs exactly the same function as CLRBRMU command. This
command is far more efficient, especially if parallRPFM is defined, than the
row-by-row DELETE, and it retains all the benefits thie latter in terms of
recoverability.

To be able to use CRCVSCL stored procedure it must beesgdswith the database
manager using BRLU RGSCLRPRC command.

If all data modification operations for the unit are paried in BSTAR mode
RMVJIRNCHG command can later be used for recovery.

If BSTAR Program is installed REUSEDLT(*YES) settingstsongly recommended
for all unit files.
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A process (job) that updates any of the library unit objéel. files in one of the unit
libraries) while not in BSTAR mode can compromise recg\capability of the whole
library unit.

6.5.3 Journal checkpoints

CRTCKPRCY command creates journal checkpoints in then@ specified on
STRBSTMOD command. A checkpoint is a symbolic name gteean entry in the
journal; it can later be used for journal recoveryhe given entry. Checkpoints can
only be created by jobs executing in BSTAR mode and having thathist of
“protected” libraries and recovery journal defined by STRB®D command.

6.5.4 Commands and menus

BSTAR runtime comes with BSTAR Unit Administration Me(BSTAR command).
All BSTAR system commands are available via this mend.AASAdministration
menu is shown in the picture below.

BSTAR Unit Administration menu

System: DEMO

Unit administration commands
Runtime services and commands
Asynchronous backup commands
Command transformation commands
Recovery commands
Multi-streaming commands

O UL WN e

Selection or command (C) Copyright Cyprolics Software 2009

===> !

BSTAR runtime includes the following user commands:

STRBSTMOD - to start BSTAR mode

ENDBSTMOD - to end BSTAR mode

CRTCKPRCY - to define a recovery checkpoint
For compatibility with previous releases and modificati@ngopy of this
command named CRTCKP is automatically created in CRCSBSBSR
system library at product option installation time

CLRCKPRCY - to remove all previously defined checkpoints
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For compatibility with previous releases and modificati@ngopy of this
command named CLRCKP is automatically created in CRCSBSESR
system library at product option installation time
CLRRCV - to remove all unused journal receivers (joureakivers containing no
checkpoint entries or entries for superseded checkpaiiyls o
PRTCKP - to print out a list of defined checkpoints (sa®e€CLRRCV with option
*PRINT)
RGSCLRPRC - to register CRCVSCL stored procedure (CLRPFM)
DRPCLRPRC - to drop the earlier registered CRCVSCL dtprecedure

6.5.5 Cleanup

BRLU product can be used to periodically clean the unitnal receivers, if the

journal is defined with MNGRCV(*USER) parameter. CLRRCd@mand generates
a printout of the currently defined checkpoints and optipneemoves journal

receivers that are no longer required for recovergny of the defined checkpoints
from the library unit journal receiver library.
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6.5.6 Exits defined

BSTAR runtime registers the following entries for théM exit point
QIBM_QCA RTV_COMMAND format RTVC0100: 1872110001-1872110006. If
any other product makes use of the same entries, Optiose*Bry either fail to
install or prevent other products from being installed. kheoto change the above
default exit point numbers one can create a data areadn@RCSEID in QUSRSYS
library. The 10-character data area must contain teerfumber of the range to be
used by 4F44RCS installation exit program.

6.5.7 “Submit concurrent batch jobs” framework

This framework is a by-product of the BRLU run-time environmeDifferent
BSTAR functions make use of it to submit multiple comnent batch jobs. This
framework can also be used in the development environmentake the task of
submitting multiple concurrent batch jobs easier.

The framework consists of two APls, CRCVSPP and CBREBW. CRCVSPP is used
to submit named groups of multiple concurrent jobs, CRCVSPW wait for
completion of all jobs belonging to a group.

CRCVSPP parameters:

1. Input CHARACTER(7) — unique identifier of the group to beated. The
group is actually uniquely identified by the value of this peeter and the
name of the library used to create synchronizationctdbjg@arameter 6)

2. Input DEC(3,0) — process number in the group. Process numoestsstart
from 1 for the first job of the group and be incremdntsy 1 for each
following job to be submitted

3. Input CHARACTER(6000) — initial job CL command

4. Input CHARACTER(10) — name of the job description toubed (must be
available via library list of the submitting job)

5. Input/Output CHARACTER(7) — effective identifier of thgroup to be
created. It may so happen that when the first job efrigw group is being
submitted, jobs belonging to another group with the same rzantd the same
synchronization library are still running. In this cases tAPl behaves
depending on the value provided in this parameter. If thalinitilue of the
parameter is *BLKD, processing ends with an error. In@mgr case the API
attempts to determine the first unallocated group identifyeusing the first
four characters of the provided unique identifier parametes prefix. The
first unallocated identifier becomes the effective tdem of the group. The
first job is then submitted and the value of the generndeattifier is returned.
Subsequent calls of this API to submit additional jobhésame group must
specify the value returned in this parameter as the actus é& the group
(parameter 1)

6. Input CHARACTER(10) — library used to create synchrororatibjects. The
library must exist
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CRCVSPW parameters:

1.
2.
3

o

Input CHARACTER(7) — unique identifier of the group
Input DEC(3,0) — number of processes in the group
Input CHARACTER(5) — maximum time to wait for the preses to complete

in minutes (*MAX special value can be used to wait forgve

Output CHARACTER(1): response code (‘1 if errors ineoar more
submitted processes have been ignored, ‘0’ otherwise)
Input CHARACTER(10) — name of the synchronization library
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7. Asynchronous Backup and Restore — Option 1

When this option is installed and asynchronous backup confidgoréde library unit
(STRBSTMOD command), all SAVLIB, SAVOBJ, SAV, SAVRSIB,
SAVRSTOBJ, SAVLIBBRM, SAVOBJBRM, RSTOBJ, RSTLIB andRST
commands initiated while in BSTAR mode are automatidaligrcepted and sent for
execution to the previously started asynchronous backup pomyce®ne such
processor must be started for each unit with STRASYS$AMmand. The mode of
executed non-save-while-active backups is changed to *SYBIGGAVACTWAIT
parameter value in that case is set to 900. CHKTAP comsased to unload or
rewind the media, as well as DSPTAP commands, are alsmitted for
asynchronous execution.

The asynchronous backup processor can be ended using ENERSYommand. If
the processor is busy servicing previously generated reqitestdy ends when all
outstanding requests in the queue have been processed.

All supported SAV-commands can have their command objaotged to libraries
other than QSYS; redefinition of command defaults WithGCMDDFT is also fully
supported.

If objects to be saved, or tape devices, or save fitempypother objects referenced by
the backup command parameters have the restricted nareMRE) command
execution mode can be forced to synchronous (synchromousands are executed
in the job that issued the original request).

All save-while-active backups are also intercepted butigre inline. The requested
save-while-active mode in this case does not change. CIRKCDAmands, other than
those used to unload or rewind the media, are also exkadatine. DSPTAP
commands are executed inline if the value of OUTPUT petramis *'.

Asynchronous backup is available in two modes. If the SAYA&q is set to *YES'
by STRBSTMOD command all asynchronous backup requests aceited by the
backup asynchronous processor job. These backups, whilehemyoas in relation to
the requesting jobs, are executed in exactly the samquesee as they were requested,
one by one.

This mode of operation may not be totally adequate whétipheubackups can in fact
be executed not only in the background, but also in parMlelkiple backups to
different save files is a good example of this. If S¥8¥ flag is set to *ASYNCH'
by STRBSTMOD command the asynchronous backup processor dbexatute
requests arriving from the request queue inline; insteabimits those request to
multiple background jobs, one request per job.

The jobs are submitted with *LIBL/CRCVSAV or, if it'sob found, *LIBL/
QBATCH job description. The backup processor does not s dase serialize or
synchronize the backup requests in any way. In this mode reynzétion must be
guaranteed by the application developers. The only synchtommzaol provided by
BRLU product is WASYSAV command. This command, when isstieth an
application program, instructs the backup processor fourthi¢o stop accepting new
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requests until all previous requests, including those submitteéadapendent jobs,
have been completed. CHKTAP and DSPTAP command prasesssue
WASYSAV command under the covers.

7.1 System requirements

0S/400 V5R3, i5/0S V5R4, IBM i V6R1
BSTAR V6 Option *BASE

7.2 Installation

Installation must be performed by a profile having *ALLOBW &SECADM special
authorities. IBM RSTLICPGM command should be used wddfault parameter
values except for the name of the licensed program, progpaion and save file to
restore it from. The name of the distribution save iBl&)4F44001. The following
command can be therefore used to install the option 1:

RSTLICPGM LICPGM(4F44RCS)
DEV(*SAVF)
OPTION(1)
SAVF(QGPL/Q4F44001)

Alternatively, BSTAR asynchronous backup and restore beainstalled using the
simplified installation procedure (section 4).

7.3 Security settings

All background backup processors are executed under the pobfilee job that
submits them. Therefore, it is highly recommended to shade processors from a
job running under the unit owner profile. This profile mato be authorized to
perform backups of the unit libraries.

7.4 User Guide

In order for the asynchronous backup facility to be amtveoption 1 must be
installed and SAVASY parameter of the last STRBSTMOD@and issued for the
unit must have the *YES value. Asynchronous Backup makesotismmmand
message queues created, two per unit, in CRCVQS work libfbeymessage queues
in this library are permanent objects, as are the messadhe work queues. These
gueues should never be cleared other than by asynchrorekugp [srver processes.

Each supported SAV-command, except for those using save-adtive mode, are
intercepted and put on work queues in CRCVQS library for &sgnous execution.
Each library unit has two associated work message quéliR€VQSunt and

CRCVQMunt, where unt is the name of the associatetd The first is used to store
backup requests, the second - to receive checkpoint messages.
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When a backup request is intercepted it is syntax checkeflared on the request
gueue for the asynchronous backup server process. Cootrnayér, does not return
to the user program until the background process receigegdest, submits it, and
the save-while-active checkpoints are successfully tdkdre system cannot take the
checkpoints an error message is returned to the useaprogr

The background processor executes one backup request at a time

If the SAVASY parameter of the STRBSTMOD commandes to *ASYNCH, the
asynchronous processor job accepts backup requests one bytagubmits them for
execution to separate jobs. These asynchronous backuplsaaked independent
backups.

Library CRCSSYS for Option 1 contains backup command tbjercg. SAVLIB)
similar to those in QSYS library. CRCSSYS backup commaladsiot provide the
same level of parameter validity checking.

In this configuration in order to change system commandudtsfit is sufficient to
change SAVxxxxxx command objects only in QSYS library. Lilsewall previously
redefined command defaults are not effectively changed buBaor Library Units
LP.

7.4.1 Commands and menus

This option has four user commands:

STRSAVASY - for starting the background processor

DSPSAVRQS - for displaying the currently executing backup reguest
DSPSAVRQA - for displaying the currently executing indegesmt backup requests
WASYSAV - to instruct the active backup processor thatnew requests can be
accepted until all previously issued requests have been cenhplet

All these commands have one parameter: the name dibtary unit.

DSPSAVRQS command displays outstanding SAV-requests landtatus of the
submitted background processor. 'RRCV' status means thatetkier process is
waiting for a new request. 'RRCA' status has the same ngeas 'RRCV' but
additionally indicates that there are unfinished indepeinbackup requests (executed
independently, not by the background processor job). 'MS@WNIssmeans that the
server process is waiting for manual intervention.oMier status codes are the same
as you would see on the WRKACTJOB display for a job.

DSPSAVRQS can optionally clear the request message qué&ienglall currently
pending requests. The monitor screen it displays looksHike
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BSTAR asynchronous backup processor
Unit: TST 2/09/09 09:37:39
Refresh in seconds . . . . . . . . . . . . . o .00 015
Server job . . . . . . . o 00000000
Server job state . . . . . . . 0 o 0 000 0000

Type options, press Enter.
1=Display request 4=Remove request 5=Work with job

Pending backup requests

! 020909 093653 QPADEVOOOC CINOWNER 077127 QSYS/SAVLIB LIB(V38BASELIB) DEVI(

Enter=refresh PFl=help PF2=indep.requests PFl2=exit PFl18=auto-refresh off

The screen is automatically refreshed. It is possthihange the frequency of refresh
operations by changing the related DSPSAVRQS parameter.

When independent backup mode is defined as part of BSTAR mod® of the
requests in the queue may still be synchronous, i.e. exkdy the background
processor job. For example, “Wait for asynchronoukigas” request generated by
WASYSAV API is always executed by the background process@ynchronous
mode. Additional information about independent requestdearbtained by pressing
F2 from the main background processor status display. Asymatis backup monitor
screen is auto-refreshed at the end of the intervatifgme on the command
REFRESH parameter. The default interval is 15 seconds.
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All BSTAR asynchronous backup and restore system commaredsvailable via
RCVR menu shown in the picture below.

BSTAR Asynchronous Backup Menu
System: DEMO

1. Start asynchronous backup processor

2. End asynchronous backup processor

3. Display backup requests in queue

4. Wait for backup requests in queue
Selection or command (C) Copyright Cyprolics Software 2009
===> I

7.4.2 Background backup server

The backup server job for the 'unt' unit has SAVJOBuntenand is submitted using
*LIBL/CRCVJOBD job description. If this job description ismissing,
*LIBL/QBATCH job description in the same library is use Whatever job
description is used to submit the server job, it is atesto use default replies to
request messages (CHGJOB INQMSGRPY(*DFT)). Otherwise,background job
might often require manual intervention (e.g. in caga dabeing saved into a non-
empty save file).

To stop the background server process ENDJOB OPTION(*CTRRELAY (600)
command should be issued.

7.4.3 EXxits defined

Option 1 registers the following entries for the IBM texipoint
QIBM_QCA RTV_COMMAND format RTVC0100: 1872110011-1872110022.

If any other product makes use of the same entries, iOptimay either fail to install
or prevent other products from being installed. In order smgé the above default
exit point numbers one can create a data area namedEIRG@EQUSRSYS library.
This data area must be preset the way it was descrilbed @ption 1 Exits section.
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8. BSTAR Command Transformation — Option 2

This option enables definition of backup command transformationfiguration
where IBM i(i5/0S) system commands can be transforonedplaced at runtime.

There are two transformation mechanisms provided. Althdlugg are very similar in
function, implementation details are not exactly theme. The first type of
transformation applies to the following commands:

SAVLIB, SAVOBJ, SAV, RSTLIB, RSTOBJ, RST, CHKTAP,AYOBJBRM,
SABLIBBRM, and DSPTAP

Transformation of this type is only available when BST@Rtion 1 is installed. To
enable the transformation STRRCYMOD command must Recwted with
CMDRPL(*YES) parameter.

The above backup and recovery commands can be replaitedamy system
commands (e.g. SAVLIB - with SAVLIBBRM, SAVOBJ topa - with SAVOBJ to a
save file, etc.). This feature allows an old systemedbasn SAVLIB/SAVOBJ
backups to use new backup facilities.

Transformation of the second type is called odd transfton. To enable
transformation of system commands (see the descriptionf

QIBM_QCA CHG_COMMAND exit point for limitations) this trsformation must
be explicitly enabled for any target command object.

8.1 System requirements

0S/400 V5R3, i5/0S V5R4, IBM i V6R1
BSTAR V6 Option *BASE

8.2 Installation

Installation must be performed by a profile having *ALLOBW &SECADM special
authorities. IBM RSTLICPGM command should be used wddfault parameter
values except for the name of the licensed program, progpaion and save file to
restore it from. The name of the distribution save iBl&)4F44002. The following
command can be therefore used to install the option 2:

RSTLICPGM LICPGM(4F44RCS)
DEV(*SAVF)
OPTION(2)
SAVF(QGPL/Q4F44002)

Alternatively, BSTAR command transformation can bstalled using the simplified
installation procedure (section 4).
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When a new release of BSTAR is installed over the egifiiXs release the existing
odd command transformation settings (see section 8.4e3)pi@eserved and are
automatically enabled in the new release. When a nipase of BSTAR is installed
over an older release that release is not removed fhe system; the existing odd
transformation definitions are not automaticallyponted into the repository of the
new release and have, therefore, to be manually redefi

8.3 Security and audit settings

Mainly same as for *BASE option. If QAUDTCL system wal list contains
*OBJAUD setting BSTAR generates an audit trail record &ach successful
command transformation. The entry is sent to QAUDXJystem audit journal and
has the entry code ‘4F'.

8.4 User Guide

Whatever the transformation type (automatically enatviasformation for Option 1
backup and recovery commands included in Option 1 and 2 of BSDA odd
transformation), transformation details for a unit bandefined in the transformation
source file. This file must be defined with record lengthl12 bytes. In order to
locate this file BSTAR uses the following search order:

- If CRCVCMDunt data area, where unt is the naméhefunit, can be found in
CRCVQS library, then the first 10 characters of it aeated as the library
name and the second 10 — as the file name

- If the data area and the file pointed to by the daga exist, the latter is used
as the transformation definition source file for timt

- If either the data area or the file does not eBSITAR checks CRCVCMDunt
fle in CRCVQS library. This file, in case it existss iused as the
transformation definition source file for the unit

- If the above procedure does not locate a valid souigetlie last attempt is
made to find the definition source file under the namiRCECMD in
CRCVQS library. In case this file does not exist comin&mansformation
facility is disabled

A sample CRCVCMD file is created in CRCSSYS libragythe Option 2 installation
program. In order to create a new command transfasméite CRCVCMD sample
file has to be copied into the appropriate library using ORVIFIL command.

To substitute a backup command executed in BSTAR modedmsnand with all
its runtime parameters must be defined in the sourcéoseat a CRCVCMDunt
definiton member. If, for instance, at runtime SAVLIBIB(KFILPRO)
DEV(TAPO1) TGTRLS(V5R3) command is issued and it is desrabl modify it
before execution, a new replacement definition mustcrieated with the source
section thereof containing exactly this command stwity the /**/ separator in the
first four positions of the last line. Multiple blanksdasingle '+' signs are removed at
runtime before the command issued by the applicatiamomspared with the source
string. Blanks, however, are not removed from liter#iditerals are used in the
comparison template, they cannot span multiple lind&e dommand replacement
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member must have the name prefix of the command beinditatdx$ The target
section of the definition has the same structure @astlurce section and can define
any other backup command. If option 1 of BSTAR is also liestaand activated,
commands after transformation can be sent to thechsynous backup processor for
execution.

Wildcards (_ - underscore) are allowed in transformatefinitions. A wildcard
character stands for any single character. Wildcardaieter, are not allowed in
command names.

Also, the following substitution variables can be definedJN@(same as &&& or
&01) is replaced by the command transformation procestgbrte name of the unit,
and @BK (same as &03) — with the contents of *CHAR(3) UBRPID data area,
if it is found in *LIBL, @PRDAT — with the current prossing date value in the
same format as RTVSYSVAL SYSVAL(QDATE) would return.

The members of CRCVCMD source file are processed ihaakgtical order, and
when a match is found search is terminated.

It is possible to condition transformation defined icleanember of CRCVCMD file
by using the member description field. If the first thrlaracters of this field contain
‘IF:’ (case sensitive) then the rest of the field ¢enused to define CL-compatible
logical expression containing substitution varialde€bN , &EP, &BK, and &PRDAT.
In order to enable the conditions they must be compireg CMPCND command. If
any conditions change, CMPCND compilation has to bd again in order to refresh
the earlier compiled condition implementation programs.

A condition implementation program is a CL program havlmg same name as the
file it is created for and residing in the same libr@sythe file.

8.4.1 Example

To substitute SAVLIB LIB(KFILPRO) DEV(TAP01) TGTRLS(V5R3nd SAVLIB
LIB(KFILPRO) DEV(TAP01) TGTRLS(V5R3) commands with

SAVLIBBRM LIB(KFILPRO) DEV(*NONE) MEDPCY (*NONE)
TGTRLS(V5R3MO0) DTACPR(*YES) EXPDATE(*PERM)
MOVPCY (*NONE) MEDCLS(SAVSYS) LOC(*ANY)
SAVF(*YES) SAVFASP(1) SAVFEXP(*NONE)
MAXSTG(1) VOLSEC(*NO) MINVOL(1) MARKDUP(*NQ command,

SAVLIB1 member containing the following definition can beddad to
CRCVCMDunt file in CRCVQS:

SAVLIB LIB(KFIL@UN) DEV(TAPO1) +
TGTRLS(V5R__ )
[%%]
SAVLIBBRM LIB(KFIL@UN) DEV(*NONE) MEDPCY (*NONE) +
TGTRLS(V5R3MO0) DTACPR(*YES) EXPDATE(*PERM) +
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MOVPCY (*NONE) MEDCLS(SAVSYS) LOC(*ANY) +
SAVF(*YES) SAVFASP(1) SAVFEXP(*NONE) +
MAXSTG(1) VOLSEC(*NO) MINVOL(1) MARKDUP(*NQ

Neither of the sections may exceed 900 lines, excludingeparator line.

The target part of the definition can be empty. Fonmgta,

CHKTAP DEV(TAPO1)
[%%]
[%%]

definition would cause CHKTAP DEV(TAPO1) commands to beigd.

In order to be processed asynchronously commands must beatsdppyp Option 1
and be issued with no qualifiers. For example, neitheY SAVOBJ, nor CALL
PGM(ABCD) commands can be sent to the background prrctssexecution, even
if the match is found and they are selected as rapkcecommands. However, if
ABCD program contains other backup commands, they can ekecuted
asynchronously.

It is not always obvious what backup, restore or othernpetexs are used by the
application when SAVLIB, SAVOBJ, RSTLIB, RSTOBJ, CHKP, DSPTAP or
other commands are issued. If CMDRPL parameter val$&8 BBSTMOD command
is set to *SOURCE, command strings for all of the @&@ommands and all
commands with odd transformation enabled (see 8.4.3)didsuapplication while in
BSTAR mode are stored as messages in CRCVCMDunt megaage in CRCVQS
library. Information in these messages can then be wtsedefine command
transformations. Since some of the command parametersmadified by BSTAR
BRLU and other programs before execution, it is higlelgommended to use the
contents of the CRCVCMDunt message queue as the onlgesoticommand source
data.

8.4.2 Parsed substitution variables

In addition to the above-described simple substitutirables there exist so-called
parsed substitution variables. There are five variablési®type defined: @PO-@P9.
Each of them has the CHARVAR(20) type. These variadnlesassigned values when
the pattern of an issued CL command matches the pattertineo command
transformation source string defined in CRCVCMDunt fil&hese variables can
therefore be mapped to certain sub-strings of theddhneand string.

The transformation definition from 8.4.1 can be modifsdollows:
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SAVLIB LIB(@P1) DEV(TAPO1) +

TGTRLS(V5R )

[%%]

SAVLIBBRM LIB(@P1) DEV(*NONE) MEDPCY(*NONE) +
TGTRLS(V5R3MO0) DTACPR(*YES) EXPDATE(*PERM) +
MOVPCY (*NONE) MEDCLS(SAVSYS) LOC(*ANY) +
SAVF(*YES) SAVFASP(1) SAVFEXP(*NONE) +
MAXSTG(1) VOLSEC(*NO) MINVOL(1) MARKDUP(*NQ

If SAVLIB LIB(ABCD) DEV(TAP01) TGTRLS(V5R3MO0) command ithen issued,
BSTAR transformation engine will be able to match tinst fL2 characters of this
command with the first 12 characters of the source itiefinstring and, using parsing
operation, will assign sub-string starting at the pasitd the parsed variable in the
source definition string and ending before the next sepacharacter (), ‘(, '/, * ,
and ). In this example @P1 will be assigned the valdBCD”. This library will
then be backed up using BRMS.

8.4.3 0dd transformation

While transformation for each of the backup and recoeerymands included in
Options 1 and 2 of BRLU is automatically enabled when SSRBOD command is
issued for a unit with CMDRPL(*YES) parameter, transfdaiorafor other system
commands (e.g. DSPLIB) must be explicitly enabled fathesuch command. In
order to do this, ENAODDTFM command must be executedfyrsuch command
object. To enable the transformation mechanism QIBM_QG#GQOQCOMMAND

exit point is registered for the command object. Only 100 caldmands can be
enabled for transformation at any point in time. Theies with numbers from the
1872110101-1872110200 range are used by default. CRCSEID data area cah be use
to redefine the range.

Once transformation has been enabled for a new comthanatctual transformation
rules can be defined in the CRCVCMD file for the lilyranit.

DISCMDRPL disables command transformation for thegigommand object.

Command transformation should not be defined for any camds)in CRCSSYS
library.

When Option 2 is deleted all previously defined QIBM_QCA CHGMBILAND
exit points are removed from the system. It is advesablcreate a CL program
containing ENAODDTFM commands for the required systemroand objects and
execute it each time the current release of Option @elsted and a new release
reinstalled.

Command transformation in the dummy unit (@@ @) cannabhégured.



BSTAR version 6s Page: 29

8.4.4 Commands and menus

BSTAR commands command transformation commands:

ENAODDTFM — enables odd command transformation

Warning: Transformation for some of the IBM i(i5/0S)
system commands cannot be enabled. The list of
recognized exceptions in the current release includes the
following commands: DSPLICKEY, CRTMSGQ,
CHGJRN, CRTJRN, CRTJRNRCV, DLTJRNRCV,
RTVNETA, DLTCMD, RTVSYSVAL, RTVDTAARA,
SNDPGMMSG, RTVOBJD, CHKOBJ, HLDJOB,
ALCOBJ, DLCOBJ, DSPSPLF, STRJRNPF,
CHKPRDOPT, STRQMQRY, RCVF, and RTVJOBA. If
ENAODDTFM command is used to enable transformation
for any of the “forbidden” command, it will return ananrr
message.

Should transformation for any such command be a strong
requirement, the appropriate Request for Modification
(RFEM) can be raised via Cinimex Support channel.

If transformation has to be defined for system commands
having their clones in CRCSSYS library, transformation

should be defined for command objects in CRCSSYS,
unless command references are qualified, e,qg.
QSYS/CPYF, in which case transformation for the

command in QSYS can be defined, but the source string
has to be entered with the appropriate qualifier.

DISCMDTFM - disables previously defined odd command transftiom

CMPCND - enables (refreshes) conditional processingo$formation definitions
LSTODDTFM - lists system commands with odd transformeaginabled
CRTTFMFIL — creates a new command transformation defmsource file from
template

WRKTFMDFN - invokes WRKMBRPDM command to display membeirshe file
earlier defined as the transformation source file fo¥ tinit using CRTTFMFIL
command.

CRTTFMFIL command both creates the new source fitk lanks it to the unit using
pointer data area CRCVCMDxxx in CRCVQS. Therefore, highly recommended
to use CRTTFEMFIL command to define the transformation®file for each unit. If
the file with the given name already exists, CRTTFMBEiImply links it to the unit
but does not update it.
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Transformation can be dynamically switched on and ofgu€ MDRPL parameter of
STRBSTMOD command. The parameter takes immediateteffec

All BSTAR Option 2 system commands are available via @BDnenu shown in the
picture below.

BSTAR Command Transformation Menu

System: DEMO

Enable odd command transformation
Disable odd command transformation
Compile conditional transformation
List enabled odd transformations
Work with transformation definitions
Create definition file from template

O U b WwNe

Selection or command (C) Copyright Cyprolics Software 2009
=== I

8.4.5 Compatibility

BSTAR Option 2 is based on the command replacemememgiluded in 4F44RCS
*BASE option.

If Option 2 is installed but Option 1 is not, command regtaent for backup
commands (packaged in Option 1) must be defined expliciHlgr that,
ENAODDTFM command must be issued for all related comnudnjelcts.

8.4.6 Exits defined

Option 2 registers the following entries for the IBM texipoint
QIBM_QCA RTV_COMMAND format RTVC0100: 1872110031,1872110032,
1872110033. Odd command transformation facility optionally malses af exit
points starting from 1872110101. If any other product makes use séthe entries,
Option 2 may either fail to install or prevent other produdobm being installed. In
order to change the above default exit point numbercanereate a data area named
CRCSEID in QUSRSYS library. This data area must beeprds®e way it was
described in the Option 1 Exits section.
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8.4.7 Service trace

Command transformation configurations can be very sophistlc but even a simple
typo in the definition can prevent the transformatiomction from working properly.
Moreover, these typos can be extremely hard to find. teroto find out why
configured transformations do not work as intended Optiserce trace facility can
be used. Service trace is activated automatically ijdhas placed in BSTAR mode
with command transformation enabled and if message queu®ERLis available

in *LIBL. Transformation trace messages are senhi®mrmessage queue and can then
be printed using DSPMSG system command. Although commamsformation
service trace records can only be fully analyzed by BSEARice representatives,
some of the data in the trace is self-explanatorycandoe used for trouble-shooting.
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9. Recovery for Library Units — Option 3

This option provides “recovery-to-checkpoint” functionahlty files and data areas in
library units. There are two different interfaces e tecovery function. The first is
low-level, where all recovery parameters, such as savhébraries to be recovered,
number of recovery streams, etc. must be explidifined using RCYTOCKP
command parameters. The other is high-level; using tlghk-leivel interface it is
possible to define standing recovery data for a libraryamd then simply refer to it
at the time of recovery. Therefore, important deasjcsuch as how many recovery
streams to use, what files to omit, and what files tover in separate streams, can be
taken at the system configuration, rather than recdveiey

Option 3 can be used to create IBM i(i5/0S) work managemmigetts, such as job
descriptions, job queues and subsystems, to improve perfoen@nthe recovery
process. Management of these objects, including startchgtapping of the recovery
subsystem, can be totally transparent to the operatarp®nfy the recovery.

BSTAR Recovery for Library Units supports multi-streahnecovery when multiple
jobs are submitted to share recovery workload.

9.1 System requirements

0S/400 V5R3, i5/0S V5R4, IBM i V6R1
BSTAR V6 Option *BASE

9.2 Installation

Installation must be performed by a profile having *ALLOBW &SECADM special
authorities. IBM RSTLICPGM command should be used wddfault parameter
values except for the name of the licensed program, progpaion and save file to
restore it from. The name of the distribution save iBl&)4F44003. The following
command can be therefore used to install the option 3:

RSTLICPGM LICPGM(4F44RCS)
DEV(*SAVF)
OPTION(3)
SAVF(QGPL/Q4F44003)

Alternatively, BSTAR recovery for library units cde installed using the simplified
installation procedure (section 4).
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9.3 Security settings

Same as for *BASE option.

9.4 User Guide

All objects (database tables and data areas) to beemtbwy BSTAR must be
journaled with option *BOTH to the same IBM journal. Cdowsly, journaling for the
objects has to be started before updates begin. BSTARdex support for
*MAXOPTS3 journals (large journal sequence numbers).

BSTAR Recovery for Library Units is based on the @&mtcof checkpoints.
Checkpoints are system objects created at runtime thadatsx be referenced at the
time of recovery. A checkpoint can be used to recowmge library unit.

Consistent recovery can only be achieved if all IBM/@S) processes updating
objects from a certain library unit execute in BSTABRd®.

To create a checkpoint Create Checkpoint for Recoverf/CHPRCY) command
must be used. This command can only be issued if thesgping the command is
already in BSTAR mode (native or inherited). A checkpointasmally taken at the
moment of no system activity.

If a job issuing CRTCKPRCY mode is not in BSTAR mode ib&TRBSTMOD was
issued for the unit in the past, CRTCKPRCY makes usehef STRBSTMOD
parameters stored in CRCVCFG data area to implictdyt BSTAR mode for the
job.

Special checkpoint name @LAST is reserved for the |atestkpoint taken for the
unit.

Two types of recovery are defined: *NEW and *CONT. Recowéithe type *CONT
is used when the already recovered unit has to belrodek even further — to one of
the earlier checkpoints. If two checkpoints A and B haeen defined for a unit, the
following BSTAR recovery scenario is possible:

Step 1. Recover to checkpoint *LAST (i.e. B) using recpvwaentifier ONE

Step 2. Re-enter BSTAR mode

Step 3. Define checkpoint C

Step 3. Modify unit data

Step 4. Recover to checkpoint @LAST (this time it is-Cthis recovery rolls unit
objects back to their checkpoint B state

Step 5. Recover to checkpoint A using recovery ident@®&E and recovery type
*CONT

9.4.1 Recovery in High Availability Environments

The only high availability software currently supportedilMIX.
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In order for the Recovery for Library Units Licensed dgteon to successfully operate
in the MIMIX environment the object and the file entry IGRCVYBKP multi-
member file must be added to the primary group definitibmcther on, after
STRRCYMOD command is executed for the first time fdibeary unit, it is strongly
recommended to make sure that CRCVYBKP file has beatettan the first unit
library on both the source and the target systentstlaat journaling for this file has
been successfully started.

There are two possible approaches to recovery in HAr@mwients. Both of them
assume that CRTCKPCRY commands used to define checkpearts run with
HAMODE(Y) parameter (CRTCKPRCY command, if issued withGEHMPLICIT)
parameter, refers to the HA setting of the previous GRARCY command for the
same unit; if the first ever CRTCKPRCY command foe tmit is executed with
CFG(*IMPLICIT) parameter, HAMODE defaults to ‘N’ and H/ode is, therefore,
not used ).

The first approach is more universal but requires additioranual effort. The second
is almost seamlessly coupled with MIMIX, but involvestain manipulations of the
MIMIX replication facility.

Approach 1.

MIMIX replication is suspended (DG is stopped) and RCYT®Ctommands are
executed independently for both the production and the baagkitp; after that
MIMIX replication is cold-started. This approach has e-pquisite of the HA data
group to be defined with journaling on the target systerbdth files and data areas.

Approach 2.

Prior to starting the EOD MIMIX HLDDGLOG command ixexuted for the
replication data group. If EOD process fails, MIMIX rieption is not suspended for
the data group and recovery is executed only for the livie MiMIX replicates the
changes to the backup system. After the EOD processRUBISGLOG command is
executed for the data group.

As RCYTOCKP process ends journaling of CRCVYBKP filemiay cause MIMIX
warning messages to be issued in case Approach 2 is used.

Whatever method is used, once the recovery procesgandsling for CRCVBKP
file in the control library must be manually restarteg it is also stopped by the
recovery process.

To make the above synchronous recovery in HA environmesiipeCRTCKPRCY
command, when executed with HAMODE(*YES) parameter, svéar MIMIX
backlog to disappear before taking the checkpoint. If tejgresents a serious
problem, CRTCKPRCY in HA environments can be issued wittVIEX®E(*NO)
parameter. In such cases, however, only the produatleros the library unit can be
recovered to thus defined checkpoints. MIMIX synchronizattan be attempted
later.
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9.4.2 Menu

Option 3 facilities can be accessed via BSTARR systeranum (GO
CRCSSYS/BSTARR).

BSTAR Unit Recovery Menu

System: DEMO

Enable advanced recovery for unit
Advanced recovery to checkpoint
Delete unit configuration objects
Manual recovery to checkpoint

A WN PR

7. Create checkpoint

11. BSTAR main administration menu (BSTARA)

Selection or command (C) Copyright Cyprolics Software 2009

===> !

Option 1 “Enable advanced recovery for unit” creates BSB#tanding data for the
library unit. In order to do this BSTAR runs the udamotigh a mock unit recovery
scenario executing STRBSTMOD, IVJRN, CRTCKPRCY, VFYHKIM, and
RCYTOCKP commands in prompt mode. The entered paramaterstored in work
structures in CRCVQS library. It is possible to make skistem skip VFYFDLCK
step during the advanced recovery by setting LIBLIST paranaatee to *NONE on
VFYFDLCK command during the mock recovery process.

Also, work management structures for the recovery gcan be created. The list of
such work management objects includes CRCVSBSunt subsyGR@GYSBSunt job
queue, and CRCVRJDxx job descriptions; the subsystem desaorigtid the job
gueue are saved in CRCVQS library, and the job descriptiomshe icontrol library
for the unit. The subsystem has 10 main storage pools defiSétRPOOL1-
*SHRPOOL10. The number of job descriptions created is mdx{i®) where n is the
value of the “additional file streams” (FLIST) parasredf RCYTOCKP command.
At execution time the first max(n+1,10) recovery streaane, therefore, run in
separate main storage pools. Additional job CRCVRJDxxdes$criptions may be
added as required. CRCVSBSunt subsystem description maytdawe changed
accordingly. The tool, however, exercises no contr@rdhe actual main storage
allocation. The recommended strategy is to use QPFRABEektiBg thus allowing the
operating system to automatically allocate main stotagéared pools.
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Advanced recovery configuration has to be redefined eawh & new release of
BSTAR is installed.

Option 2 “Advanced recovery to checkpoint” performs difigal recovery using

VFYFDLCK and RCYTOCKP commands. To execute RCYTOCKPp#sameters

are extracted from the earlier standing data structlneste are two sub-options
available: prompted recovery, when the end user can chsomge of the earlier
defined parameters and has to press Enter key in ordet tbel process run, and
automatic recovery, when the related commands are execuidr no user

intervention.

The earlier defined recovery subsystem for the unit banstarted and ended
automatically by the above recovery process.

Option 3 “Delete unit configuration objects” deletes allt uilated configuration
objects from CRCVQS library. The only exception is CRON¥Dunt command
transformation definition file that has to be deletexhoally.

Option 4 is the interface to the low-level unit reepy interface, RCYTOCKP
command. Most of its parameters are self-explanataly text is also provided. A
few general comments, however, should be made.

Number of recovery streams parameter is used to défmeMINIMU number of
recovery streams requested. The actual number is daldutan the basis of the
number of objects to be recovered and explicitly spetifadditional recovery
streams. Additional recovery streams are the fosbeé submitted; their numbering
starts from 1. This can be used to send them to diffgpbngueues and, ultimately,
different memory pools for execution.

*OBJHLD object type in the ROLIST parameter stands“@ject holder”. Object
holder is a file having the format generated by DSPOBJDAEH*BASIC) system
command. Such files are not recovered themselvesatigeysed to extract the names
of objects to be recovered. The value of LIBLIST par@ama this case has to be set
to *OBJECTS. This feature can be used to selective ezgpespecially when the
number of the files to be omitted from the recoveycpss is too high for them to be
specified using OFLIST parameter.

9.4.3 Commands

BSTAR recovery for library units commands:

ENARCYUNT - to run the mock recovery process and cred®e B recovery
standing data

RCYTOCKP — to recover to checkpoint

RCYTOCKPA - to invoke advanced recovery for library unit

DLTUNTCF — to delete unit configuration objects from CRCVIp&ary

IVJRN — to verify and/or start journaling for the libramynit objects. It is
recommended to use this command before entering BSTAR footiee unit for the
first time. IVJRN analyses and, if journaling charasté&zs for an object are not
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correct, restarts journaling for all of the library uabjects thus making sure that
journaling for the unit is consistent and complete

VFYFDLCK - to verify existing locks for physical filesd data areas. It is strongly
recommended to run this verification before each ragoeperation (RCYTOCKP).
For physical files, however, only locks for *FIRST mensbare verified. Locks held
by the job where VFYFDLCK command is run are not fiedi If a lock is detected,
the related object is displayed using WRKOBJLCK commadhis ©nly happens if
the command is running in an interactive job). When thk is released, pressing the
“Enter” key causes lock analysis to continue. If lodksthe displayed object still
exist, the processing will end with an error message.
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10. Help panels

BSTAR command help panels contain more detailed irdtion regarding the
command parameters and the mode of execution.



